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Abstract
The study aims to develop a
comprehensive understanding of the
cyber threats that occur in the modern
virtual battlefield and to demonstrate
how international humanitarian law
principles and regulations can be
applied to these threats. This is
particularly important because the use
of cyberspace for military operations
has disrupted the laws of armed
conflict. Cyber-attacks are likely to
target civilians rather than military
personnel, impacting
populations rather than armed forces.
The key issue revolves around the

civilian

extent to  which international
mechanisms for safeguarding human
rights from cyber threats are utilized.
The researcher used a deductive
descriptive analytical approach and
found that cyber threats are a genuine

form of warfare within international
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humanitarian law, causing severe
damage and requiring an urgent
definition of protection areas and
safeguards for affected individuals.

Keywords:  Military  operations,
Electronics, Civilians, Cyber-attacks.
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